Preventing security certificate warnings when
using SSL full inspection

This example illustrates how to prevent your users from getting a security certificate
warning when you have enabled full SLL inspection (also called deep inspection). Instead
of having users select Continue when they receive an error, a bad habit to encourage,
you will provide them with the FortiGate SSL CA certificate to install on their browsers. The
certificate error only occurs when SSL inspection uses the deep-inspection profile.

Viewing the deep-inspection SSL profile

Enabling certificate configuration in the web-based manager
Downloading the Fortinet_CA_SSLProxy certificate
Importing the CA certificate into the web browser
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I. Viewing the deep-inspection
55L profile

Go to Policy & Objects > SSL/
SSH Inspection. In the upper-right
hand drop down menu, select deep-
inspection.

The deep-inspection profile
will apply SSL inspection to
the content of all encrypted
traffic.

In this policy, the web categories
Health and Wellness, Personal
Privacy, and Finance and Banking
are excluded from SSL inspection

by default. Applications that require
unique certificates, such as iTunes
and Dropbox, have also been
excluded.
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2, Enabling certificate
configuration in the web-
based manager

Go to System > Config >

Features. Click Show More, enable
Certificates, and Apply.

3. Downloading the Fortinet_
CA_S5LProxy certificate

Go to System > Certificates >
Local Certificates to download the
Fortinet_CA_SSLProxy certificate.

Make the CA certificate file available
to your users by checkmarking the
box next to the certificate name.

Certificates @
«»

Changes:

No changes

9 Generate 50 Import ) View Certificate Detail % Download .

[ Fortinet_Factory2

(] Fortinet_Firmware

] Fortinet_SSLProxy
Fortinet_Wif

C=Us, ST = Ca
C=Us, 5T=Cal

€ = US, ST = California,

inet, OU = Fortigate, CN = FGTE0C3G10016011, emailAddr
inet, OU = Fortigate, CN = FGT60C3G10016011, emailAddr support@fe

support@fortinet.com
ress = support@fortinet.com




4. Importing the CA
certificate into the web
browser

For Internet Explorer:

Go to Tools > Internet Options. On
the Content tab, select Certificates
and find the Trusted Root
Certification Authorities.

Import the certificate using the Import
Wizard. Make sure that the certificate
is imported into Trusted Root
Certification Authorities.

You will see a warning because the
FortiGate unit’s certificate is self-
signed. It is safe to select Yes to
install the certificate.

For Firefox:

Depending on the platform, go to
Menu > Options or Preferences >
Advanced and find the Certificates
tab.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities
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Click View Certificates, specifically
the Authorities certificate list

Click Import and select the Fortinet_
CA_SSLProxy certificate file.
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Downlcading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "FortiGate CA" for the following purposes?
Trust this CA to identify websites,

Trust this CA to identify email users,

Trust this CA to identify software developers.

Before trusting this CA for any purpese, you should examine its certificate and its policy and
procedures (if available).

Examine CA certificate
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For Google Chrome and Safari:

Locate and open the downloaded
Fortinet_CA_SSLProxy certificate
file. Choose Open and click Install
Certificate. The Import Wizard
appears.

Import the certificate using the Import
Wizard. Make sure that the certificate
is imported into Trusted Root
Certification Authorities.

You will see a warning because the
FortiGate unit’s certificate is self
signed. It is safe to select Yes to
install the certificate.

Qpen File - Security Wamir_ u

We can't verify who created this file. Are you sure you want to
open this file?

MName: Ztechdoc\Fortinet_C& SSLProxy.cer
I'—ﬁ Type: Security Certificate
From: Zitechdoc\Fortinet CA_SSLProxy.cer
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities
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5. Results

Before installing the FortiGate SSL

CA certificate, even if you bypass the
error message by selecting Continue
to this website, the browser may still
show an error in the toolbar.

After you install the FortiGate SSL CA
certificate, you should not experience
a certificate security issue when

you browse to sites on which the
FortiGate unit performs SSL content
inspection.

iTunes will now be able to run without
a certificate error.
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